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Marlene H. Dortch, Office of the Secretary
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V/ashington, D.C. 20554

EB Docket No. 06-36
Annual4T C.F.R. $ 64.2009(e) CPNI Certificationfor20lT

Dear Ms. Dortch:

On behalf of GBT Communications, Inc., and pursuant to Section 6a.2009(e) of FCC rules,

submitted herewith is the carrier's CPNI certification covering calendar year 2017, with
accompanying statement.

Should any questions arise regarding this submission, please contact the undersigned

Very truly yours,

Re

Ì"^ü¿ t'tr
Pamela L. Gist

Enclosure
cc: Best Copy and Printing, Inc



Annual4T C.F'.R. $ 64.2009(e) CPNI Certification

EB Docket No.06-36

Annual 6a.2009(e) CPM Certification covering calendar year 2017

Datefiled: February 5, 20L8

Name of company covered by this certification:

GBT Conrmunications, Inc,

Fonn 499 Filer ID; 825375

Addless: P.O, Box 229
Rush Center, Kansas 67575-0229

Name of signing officer; James A. Jecha

Title of signatory: President

CERTIFICATION

I, James A. Jecha, hereby certiff that I am an officer of the conpany named above, and

acting as an agent of the company, that I have personal knorvledge that the company has

established operating procedures that ale adequate to ensurc compliarrce with the Customer

Proprietary Ñem'ork Information rules set forth in 47 C.F.R. $$ 64.2001 et seq. of the rules of
tlre Federal Commrnications Commission.

Attached to this certification is an accompanying statement explaining how the

company's procedures ensure that the company is in compliance with the requirements

(including those màndating the adoption of CPNI proçedures, training, recordkeeping, and

supervisory review) set forth in section 64,2001 et seq. of the Cornmíssion's rules.

The company has not taken any actions (r.e., proceedings instituted or petitions filed by a

company at either state cornmissions, the court system, or at the Cornmission against data

brokers) against data brokers in the past year.

The cornpany has not received any customer complaints in the past year conceming the

unauthorized telease of CPNI.
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The company represents and q'anants that the above certification is consistent $'ith 47

C.F.R. $ 1.17 r,r'hich requíres huthful and accurate statements to the Commission. The company

also acknoç,ledges that false statements and misrepresentations to the Commission are

punishable under Title t8 of the U.S. Code and may subject it to enforce¡uent action.

Name: J Jecha
Title:
Date:

Attachment: Accompanying Statement explaining CPNI procedures

"è-tu



Company Name ("Canier') : GBT Conununications, Inc.

STATEMENÏ

Carrier has established opelating procedures that ensule compliance rvith the Federal

Comrnunication Comnússion ('Comrnission") regulations regarding the protection of customet'

proprietary network information ("CPNI").

Canier has adopted a manual and keeps it updated with FCC CPNI rule rcvisions, and

has designated a CPNI compliance offrcer to oversee CPNI training and irnplementation.
¡
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Carrier continually educates and trains its emplo¡'ees regarding the appropriate use of
CPNI. Canier has established disciplinary procedures should an employee violate the

CPNI procedures established by Cau'ier.

Camier has implemented a systenr whereby the status of a customer's CPNI approval catr

be detennired prior to the use of CPNI.

Can'iel maintains a record of its and its affiliates' sales and rnarketing carnpaigns that use

its customers' CPNI. Carrier also maintains a record of any and all instances wherc CPNI
was disclosed or provided to third parties, or u'here third parties r",ere allowed access to

CPNI. The recold includes a description of each campaign, the specific CPNI that rvas

used in the carnpaign, and rvhat products and services u,ere offered as a part of the

campaign.

Cartier has established a supelisory revierv process regarding compliance rvith the CPNI
rules with respect to outbound rnarketing situations and rnaintains records of carrier

compliance for a núnimum period of one year. Specifically, Canier's sales personnel

obtain supervisory approval of any proposed outbound marketing request for customer

approval regarding its CPNI, and a process ensures that opt-out elections at'e tecorded

and followed.

Can'ier has irnplernented procedures to properly authenticate custotners prior to
disclosing CPNI over the telephone, at Carriel's retail locations or otherwise and in
connection with these procedures, Carrier has established a system of passwords and

back-up authentication methods u'hich complies rvith the requilements of applicable

Comnission rules.

Canier has established procedures to ensure that customers will be irnmediately notified
of account changes including changes to passu'ords, back-up trreans of authentication for
lost or forgotten passwords, or address of record.

Cagier has established procedures to notify larv enforcement and customer(s) of
unauthorized disclosure of CPNI in accotdance rvith FCC timelines.
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a Carrier took the follorving actions against data brokers in 2017, including
proceeclings instituted or petitions filed by Canier at a state commission, in the

court system, or ât the Federal Communicatiolts Comrnission: No actions taken.

The following is information Canier has vvilh respect to the plocesses pretexters

are using to atternpt to access CPNI, and [if an¡'] u,hat steps cartiers are taking to
nrotect CPNI: No informatiort received.

Tlre folloq'ing is a summary of all customer cornplaints recei't'ed in20l7 regarding

the unauthorized release of CPNI: Noqg.

- Number of customer cornplaints Caffier rcceived in 2AI7 related to
unauthorized access to CPNI, or unauthorized disclosure of CPNI: None.

Category of complaint:

0 Number of instances of irnproper access by emplo¡'ees

g Nurnber of instances of improper disclosure to individuals not
authorized to receive the informatiorl

0 Number of instances of improper access to online infornration by
individuals not authorized to view the information

0 Number of other instances of impropel access or disclosure

Summary of custotner cotnplaints rcceived in 2017 conceming the

unauthorized telease of CPNI: Not applicable,


